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author's email

Any web resource you access can

gather personal information about author's web site
you through your unigque IP

address your ID in the Internet, view author's aother
They can monitar your reading articles

interests, spy upon you and,
according to some policies of the
Internet resources, deny accessing
any infarmation you might need.
Y¥ou might became a target for
many marketers and advertising
agencies wha, having information E-mail Address:
about your interests and knowing
your IP address as well as your .
e-mail, will be able to send you
regularly their spam and junk
e-mails.

Join this author's
mailing list

Your Mame:

& web site can automatically exploit security holes in your
system using not-very-camplex, ready-made, free hacking
programs. Some of such programs may just hang your machine,
making you reboat it, but other, mare powerful ones, can get
access to the content of your hard drive or RAM. Everything a
web site may need for that is only vour IP address and some
infarmation about yvour operating system.

Many website owners ban IP's from forums, sites etc. The result
being total loss of access to the site. For your own piece of mind
wouldn't you like to totally stop 'big brother' from watching you?
With Hide The IP wvou can. It's a piece of software that masks
your real IP and tricks sites with another one. You can even set it
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c EH Module Objective
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|

This module will familiarize you with: J

Proxy server

Role of proxy server

Types of proxy server

Free proxy servers

Use of proxy server for attack
Proxy server tools
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CIEH ™Module Flow
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Proxy Server —> Free Proxy Servers

Use of Proxy Server

Role of Proxy Server for attack

Types of Proxy Server Proxy Server Tools
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C EH Introduction: Proxy Server
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Proxy servers iIs a server, which acts
as an intermediary between internal
users and external host

Proxy server protects and hides the
computer from the outside network

It concentrates on the port that
monitors the incoming and outgoing
traffic of each port

Proxy server can also be used for the
filtering of the request
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c E H Working of Proxy Server
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Internal host requests to process a web site

The request enters the proxy server. It examines the header and packet content based
on the rule base

Server reconstructs the data packet with a different source IP address

Proxy server transmits the packet to target address that conceals the actual end user
who made the request

If the data packet is returned, it is again sent to the proxy server to check with the
rule base

The returned packet is reconstructed by the proxy server and is sent to the source
computer
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c E H Types of Proxy Server
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% Caching Proxy Server J

e Caching is servicing the request of clients
with the help of saved contents from previous
request, without contacting specified server

{ Web Proxy }

 Proxy targeted to the World Wide Web is W
called Web Proxy

e Web proxy serve as web cache

—[ Anonymizing Proxy Server }

e Anonymizing Proxy Server tries to
annonimize web surfing
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CIEH Types of Proxy Server (cont’d)
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—[ Hostile Proxy }

e Itis used to eavesdrop upon the dataflow
between the client machine and the web

N

Ve

Intercepting Proxy server

\\ J

e It combines proxy server with a gateway

e« Commonly used in businesses to prevent
avoidance of acceptable use policy and ease

of administration

—[ Forced Proxy }

e Combination of Intercepting and non-
intercepting policies
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CIEH Types of Proxy Server (cont’d)
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Open proxy Server

e Itis a proxy which can be accessible by
any Internet user

Split Proxy Server

e A split proxy is a proxy implemented as
two programs installed on two different
computers

Reverse Proxy Server

e Itis a proxy server that is installed in the
neighborhood of one or more web servers

It validates and processes a transaction in
such a way that actual parties do not
communicate directly
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C 1, Types of Proxy Server (cont’d)
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—[ Circumventor }

« A circumventor is a method of defeating blocking policies
which are implemented using proxy servers

« Most circumventors are also proxy servers

—[ Transparent proxy }

It is a proxy that does not modify the request or response
beyond what is required for proxy authentication and
identification

It works on the port 80

—[ Non Transparent Proxy }

|t is a proxy that modifies the request or response in order
to provide some added services to the user agent

e Web requests are directly sent to the proxy regardless of
the server from where it originated
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c EH socks Proxy
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The socks is an IETF (Internet Engineering Task Force ) standard

It is like a proxy system which supports the proxy aware
applications

The SOCKS package includes or contains the following
components:

» A SOCK server for the specified operating system
e Aclient program such as FTP, telnet, or the Internet browser

e Aclient library for the SOCKS
The socks proxy server doesn’t allow the external network
components to collect the information of the client which had
generated the request

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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C E H Free Proxy Servers
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Attacks using thousands of proxy servers around the world are difficult to trace

Thousands of free proxy servers are available on the Internet

Search for “free proxy servers” in Google

Some of them might be a honeypot to catch hackers red-handed

Using proxy servers can mask your trace
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C EH Free Proxy Servers (cont'd)
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<} Google Search: free proxy servers - Microsoft Internet Explorer

File Edit View Favorites Tools Help

GBack ~ = - i) 1) ﬁ| D Search [ Favarites S Media Q|_—=jv = M= e s
Address |»£_$L| htkp:f feo, google, comfsearch?complete=1&hl=enfq=Ffree+proxy+servers

Go glf:" free proxy servers j| B Search web - QSearch Site: 2R (=] | @- | Eh511 blocked 'El.ﬁ.l.

Weh |mages Groups MNews Froogle Local more »

Advanced Search
GO l._h nge IfrEE Proxy servers Search | Freferences

Suggest

Web Results 1

FREE PLUELIC PROXY SERVERS LIST HTTP HTTFS, CONMECT, IRC, SOCKS ...
FRFF FLIRIIC PROXY SFRVFRS | |ST- WAaan FTRIRC, SOCKS, TR NFT, WINGATF
tools. rosinstrument. comfproryy - 9k - Cached - Similar pages

Proxy 4 Free: Proxy List- Page 1

FroxyWay is a Free proxy server agent (proxy software) which you use together with ...
Also it can be used as a simple local proxy server. Free version of ...

www. proxydfree. com/pagel html - 48k - 8 Jul 2005 - Cached - Similar pages

Proxy 4 free - Free Public Proxy Servers: Horme
List of thousands free anonymous proxy servers. Updated daily.
whioe. proxydfree.comd - 15k - Cached - Similar pages

FREE PROXY servers: free lists, detailed proxy FAQ, programs ...

Free proxy servers. Information about check free proxy lists and how to work with free
proxy list. Frograms: Proxy List Filter, Proxy Checker, ONS Resolver, ...

wwne freeproxy.ruf - 19k - Cached - Similar pages
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c E H Use of Proxies for Attack
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—~ DIRECT ATTACK/ NO PROXIES (]_)

(\u\ = ) ) Logged proxy —f——

PROXY VICTIM
(2)

v

v

The last proxy IP address
is logged

There can be thousands
of proxies used in the
attack process

Traceback can be
extremely difficult

ATTACKER

CHAIN OF PROXIES

a:ég
h

(3)
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CIEH winGate
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WinGate Is a sophisticated integrated Internet gateway and
communications server designed to meet the control, security, and
communications needs

w
Features:
)

e Protect servers from internal or external
threats

e Enforce advanced and flexible access-control
and acceptable use policies

e Improve network performance and
responsiveness with web and DNS caching

e Monitor usage in real time, and maintain per-
user and per-service audit logs

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

C EH WinGate: Screenshot
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_ﬁ“ GateKeeper - connected to WinGate on localhost
File Wiew Opkiors Help

P = = & =

Go Offine Save Conkrol Help Flugin

System Services | Puart | - % DOTHETSEN[bob] - ( bob - Authenticated [MTLM] )
@ DHLCP Service E7 = &3 wiinGate Login: Register For everything
—../m
B, Winsock Rediector .. 2080 = FPPRZCPULSYSTEM]
) §=) WRP Cantral Session - winlagan. exe
@. GDOP Serv!ce 3E3 - % A
@ DMNS Service 53 |@] hkkp: fimsirng . comymS/tab-back_line_tall, gif
@ Remate Contal Service 808 | @] hebp:ffmsimg.comym/gftab-bg_line_on. gif
@ POF3 Server 110 |@] hebp:ffene, passportimages. com, 1033/ signin.gif
| @] hetp:ffglobal msads.netfads,1/0000000001 0000000000000
B SMTP Serve 25 @] htp: falabal msads.netfads/1/0000000001_0000000000000
B Ernail | @] hebp:ffmsimg. comym/S/tab-bg_line_off.qif
B Caching | @] hetp:ffglobal msads.netfads/ 6975/ 0000006575 _0000000000
@ S chaduler | @] HZtl:I:HITIS!ITIQ.El:lmlllm,llallltal:l'l:lal:k_lll.'le.Q.IF
_ | @] hebp:ffmsimg. comyim/S/btn_pers_tile. gif
@ Dialer | @] hebp:ffmsimg.comyim/Gfhs1.jpg
s, Ertended Nebworking |@] hkkpeffrasirng. comyn8fhs2. jpg
i‘z_,‘ WEN |@] hkkpeffrnsirng. comygn S bollet-black, gif
@ OINS AWINS Besolver |®] hkkpeffrnsirng. oS bollet-add, gif
< | i
| @_ System | 45 Sewices] € Llsersl | L5 Activity | 1) Netwnrk] Histn:lr_l,lj 9 Firewall]

For Help, press Fi

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH UserGate Proxy Server
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UserGate Proxy and Internet security server is a complex and
multifunctional software solution that can be used to connect your
network to the Internet

Features:

 Internet Connection Sharing (ICS)
 Internet Traffic Analysis

e User-specific access management

e Administration, alerts and statistics
e Internet Security

e Antivirus Gateway Protection 0O “ H“H O

e General Information
e Release history
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c E H UserGate Proxy Server: Screenshot
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3 http:/fiwww.entensys.com - UserGate Proxy Ser Administration Console - Mozilla Firefox
@ UserGate 4.2 (4.2.0.2478)
File Help

'q l : '@h\ : R
SEPGatE UserGate proxy server Console - - oL -
RROXY IS E Ly ST Adminiztration Fanitoring

@) Useraate | :

::' (® Traffic management i -' B 2007 1611 461

.5;,] Rules

L L@ Rates Abot

-3 Users & Groups
L Users = -

- 3 Groups About Entensys o About UserGate AJserGate

B8 Metwork services

a1 AT Entersys Corporation develops innovative techrologies and software UserGate 4.2 iz the ultimate Intermet connection sharing toal, which
Poil g products. The main focus of software development at Entensys iz to provides control of traffic, calculation of bandwidth uzage. a built-in billing

- i increase information security and to improve the reliability of corporate [T system, statistics module and a firewall.
= Firewall zettings infrastructures. E
g Firewall
.. B Resource publishing
N Select page Registration
=] }Ef Services pag 9

.59 Scheduler Please select the page you want ta start working with:
-y Ee!che . m&jﬁ Purchase online
Dial-up zettingz
Frosy settings
0. Cascade Prowy
A dptivitus Protection Contacts L iifies]) o

[ eosaleling: Corntact information
Qﬁ Logs

Help
UszerGate forums
Submit support ticket

-
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C EH Advanced FTP Proxy Server
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Advanced FTP Proxy Server adds encryption and file caching
to FTP Server

Advanced FTP Proxy Server version 1.00

Genera ] Settings] Bueue] Logged users]

Work mode Arcept income conhechions
f* Secure FTP Prosy Server Standard FTP [no ercryption] 539 port
" Secure FTP Server S5L contral channel [only commands are enciypted] Iﬁ part
" Secure FTP Wrapper 55L contral and data channels [all data areencrypted] | 5351 port

Local digk cache

Root cache folder: |D S proxproot,

[ Cache uploaded files permanenty W Cache downloaded files

tirror all uploaded files on remote FTR Server

Connect ba: | Advarced.. Lzing park
Sdd fallowing prefis bo all usemame when connest to remate FTP Server:

Send uploaded files tc remote FTF Server using following calendar:

0-C0 8-00 3 Add...
Delete...
Logaing
Loc filename: |E:\ft|:upn:u:-:_l,l.|u:ug
Loc level: |Lug only file transfers ﬂ
Restart with the new cofiguration Rewvert chahgez Exi:
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C/IEH Trilent FTP Proxy
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The Trilent FTP Proxy iS an application_ Gatewa_l,chust1 FTF'F'ru:u:-:_I,I1 Reverse FTP Prowy  About 1
level proxy that performs smart s m
Inspection of the FTP protocol, which Control Panel Applet ['NeTworks

enables it to block many Internet threats

Copyright & 2004-2006 TRILEMT Metworks

|Inauthorized reproduction or distribution of
thiz program, or any portion of it, may rezult
in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent
pozzible under law,

Features:

Ewvaluation copy. Hardware fingerprint. 6143-8497

e Sharing Internet Connection
e Reverse Proxying

e Unattended Operation

» Standards Compliance 0K | Concel | Heb |
e Security

FPurchaze ] et License1
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C/IEH safesquid
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SafeSquid delivers the essential goals of a Content Filtering Internet
Proxy - Total Access Control & Total Content Control

Features:

e Profiled Internet Access

e User Authentication

e Application QoS and Bandwidth Limits

e Caching and Pre-fetching

e Connectivity for Third-party software & services
e Enterprise Wide Management

e Re-Programmable Content Filtering

e Redundant level Content Security

e Customisable Log Reports

e Programmable Custom Templates
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c EH SafeSquid: Screenshot
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Feddrana .1'_'|'i'."l|.'\-tl"'.d.-l.r"'l"'l.:-:"-'“'l"l

™ Bl vy Skl ea b Wreald Evitian
SafeSquid ik e

COMETEE] FATIDHE IWTERRDT FIOEY
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Gepbedi a Sevipn o Cosdigin e S i by sl
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CIEH Allegrosurf
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AllegroSurf is a web accelerating, content filtering, proxy server

It allows users to share a single Internet connection with multiple
computers on a LAN, while protecting users from unwanted content

and increasing overall Internet speed

It runs in the background to share Internet connection with the rest
of the network
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c EH AllegroSurf: Screenshot
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i AllegroSurf Yoyager - 192.168.0.20 - 10| x|
File Edit Wew Help
L 1
= D & 7 B
=gy Monitar Cormand | Tvpe Hist | Requested By % Complete
a'la 2 UDP Associate  SOCKSS 0.0.0.0:4612 L3 192.165.0.5 Unknawn
‘Q Performance aCommecting  SOCKS Unkriown L3 192,188,006 Unkriowsmn
- ) Users s Mapping UDP Mapping  icq.mirabilis. cor4000 82 192.168.0,6:4607  Unknown
%_f" E:t':'x‘*f SErvVers s Mapping UDP Mapping  icq.mirabilis.com:4000 83 192.168.0.8:1229  Unknown
+
: P'r:FZE'fh  COMMECT S5l I3 192.168.0.6 (T Unknown
F3 scheduler S COMMECT 55l 3 192.168.0.6 (T3 Unknown
o GET htkp v, ezbid, com S 192,168.0.6
+ n Storage o _ =
= 'Hi Adrministration wa GET http v, ezbid, com g 192,.168.0.6 (D' Unknown
J 2
For Help, press F1. Shift+F1 For help about the selecked item, FLIF
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c EH ezProxy
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ezProxy allows an entire network to share a single Internet account
simultaneously

It protects valuable information on the network with the integrated
proxy server/firewall

Users can specify rules for all users or define custom rules and
restrictions for individual users

Rules can be saved as policies and applied as needed

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

c EH ezProxy: Screenshot
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ezProxy Manager v2.1.00

File System Wew About

= E32Q0

=101 x|

% R eovice @ User @F LDP Mmﬁervite.

R |—5&2Prnw
& 127.0.0.1[unknown)

ww Proxy Service
FTP Proxy Service
POP3 Proxy Service
SMTP Proxy Service
SOCES Proxy Service
TELMET Proxy Service
PHA Proxy Service
TCP Map Service

RTSP Proxy Service

i Event

x| Tirve:
_4 14:42:26
14:43:35
14:43:35
14 -H 05

Ready
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admin [127.0.0.17 |rmnen azriroey
service [web:0.0 1=
administar[127.0

‘5EIW.i'1f-‘.[ftEf":'-_ﬂ: Fiude Mame webattack test

i

] pis— | |
- ClientlP - -

Computerame »

M actddress p=

Server| P £

Server ames

ServerPort I:u:untaln

IRL Mat Cordain

Time Subzet

GroupM ame ¥ M Mot Subsat
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c EH Proxy Workbench
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Proxy Workbench is a small proxy server which sits inside the
network and monitors connection

Configuration:
Install Proxy Workbench

Configure the clients to use this proxy IP to connect to port 8080

=

A 4

.@ Internet
e

= |HTTP
=3
Copyright © by EC-Council
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C EH Proxy Workbench: Screenshot
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roxy Workbench

=12 %]
Help

GEE 00K

| Manitaring: vindows [192.168.1:31.68] | Detailz for 425 bytes of data has been received friom the remaote | Event 2of 13 | Page 1 of 1 H | ‘ I } I H

L&) Al Activity - (TR

%5} SMTP - Dutgoing e-mail [25)

%};E POP3 - Incaming e-mail [110]

%ﬁ! HTTP Proxy - 'w'eb [8080]

----- 127.0.0.1 to 207 46,2060 [y, mic
ﬁ 127.0.0.1 to 207 45196100 [winda

5 j_| Dead With Eror [13:37:47.208)

] Dead with Error (13:31:41.178)
:’ﬂ_| Dead With Eror [13:32:04.521)
~j_| Dead ‘with Errar [13:32:04.531)
~j_| Dead [13:31:39.475)

File Wiew Tools

‘sent to the remote serve &
13:30:36.855

£ ¢ B e
473 bytes of data has be
received from the remoti

473 bytes of data has been
zent to the remate client,
12:30:37.246

g e— g

[127.0.0.1:1052) 127.0.0.1:8030

SETVEL
13:30:37.346

--£7 Remote conhection request
- Rty data has been
T A 1 thaz b ) 445 bytes of data has been . 445 bytes of data has be
= Thconnec ID? reaues ?? ; (127.0.01:1082) received from the remote 127.0.0.1:6080 zent to the remote seny
& connection request to cliert 1317 AFE -
- 402 bytes of data haz been Fl | | *
-5 473 bytes of data has been . - -
£ 473 bytes of data haz been IHeaI time data for 425 bytes of data has been received from the remate client, ﬂ
% 445 bytes of data has been 001056 =1 &¥Q...!.. Q1A 3d e= 00 =5 56 86 la =8 o0 21 07 od 51|
- 445 bytes of data haz been ooinzea Z 'Ulﬁeen{lzl..ﬂ. fa 28 ab 57 bd eb 65 6f 7b 9f 7a 85 12
57 1224 bytes of data has beer 001088 M. ItEc-@. mG+* 4d 10 49 bl ca 63 2f 40 12 =0 Bd 47 ZE
= no1iod .IHN. I Oz 01 49 48 8b bc 1b b8 03 a2 do 7b 60
7 12 bptes ol dalahasber | {pa3550 4 g vp B Be—+. ( cl Ob 36 o2 Oa 56 70 02 ae 12 38 65 2d
~&3 The remate server has disedt | 1001136 1ol >..t..16.1.0 85 fb 8f 20 3= 7 13 74 10 1d &c 36 00
-& PwB has disconnected fror no1isz té#&qlMI.].@I—E. 74 ol 23 26 71 89 4d Pc la 5d ac 40 49
%5;’ HTTPS Prosy - Secure Web [443) _| |0011esd 1 hH . ~I2E~" la 92 d& 83 08 68 42 o4 7e 21 aa 45 2f
by ; no11a4 5:1-: oRil}luc «. b.3 79 78 Oc 6f 52 == 89 7d fc 63 20 ab £7
%};g FTP - File Tranzsfer Protacal [21] |
B Pass Thiouah - For T esting Apps [1000)7 ED}?.?EI i E‘ E ';.5?3';.%%:[ 191n92n§.6 ?Df?z E‘Enaqn}.a n].?d E:Lzr.ff .%1 ,BD'
< | [ i | C
|Memu:ury: 161 K.Bytes |Sockets: 5 |Event$: 204 |Terminate: 0Off | Refuse: Off |Throttle: ul; |Dangle: ul; |Lu:ugging: ulis |1:34 P
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C EH ProxyManager Tool
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PrOHyManager = ﬂ

Eile Edit Wiew Check Tool Help
ProxyManager connects TS B E AT

to the Internet and X | Type |Pr0xy Server |P0rt |Llser Password |Time(s),|'5tatus --Femark-- |j

= proxy document OHTTP  134.159.124.202 a0s0 0.4

downloads IiStS Of proxy . ; SDainl OHTTP 222.43.34.94 a0 1:4
servers from various ot D s o .

WEbSIteS . i:':ljn Oxrte 183.12.43.84 a0 1.9
) Haland Oxrte 158.12.2.66 a0 1.9

| German OHTTP  188.12.40.118 &0 1.9

) France Oxrte  188.12.40.103 a0 1.9

) England Oxrte 129.33.12.42 a0 1.9

China Oxrte  188.12.108.58 a0 1.9

OHTTP 188.12.40.91 a0 1.9

You will have thousands > ot O 16012400 oo
of proxy server IP B e D sosomn o i
addresses within minutes Qi 1621225 @

DHTTF‘ 165.12.247.34 50 2.2
DHTTP 168.12.233.69 S0 2.3
DHTTF‘ 165.12.22.140 50 2.3 ﬂ
™. PR e -
* | web Page | Web LRL | --Remark-- |
Samair http: v, samair . rofprosoy findes, hkm Page 1

Saves time instead of R
manually visiting \ J ~
individual web sites
looking for free proxy
servers =
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c EH Super Proxy Helper Tool
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[
.

Super Proxy Helper will help you to: J

)

e Find anonymous, free, or fastest proxy

High anonymity)
Import export proxy
Download proxy lists from the web

Check proxy status response time within a country
Determine Proxy type (Transparent, Anonymous, or

EC-Council
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c EH Super Proxy Helper Tool:
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i
Connect State -
IP |2E|2_1 hE.E.E2 Cartry |SING.-’-‘-.F'EIH E &uto-Canfig
TelP [21821225420 Countty  [SINGAPORE Download Prows
Connection. [Die T | p——
Frosy Server Check Al
[ Usze prowy Stop
Prawy Server |1 27 001 Port 8080
e
Prowy Countr
¥ ¥ |U”k”':'W” Check. Apply | Modiy
Ilze Server Fort | Protocol Statusz Time Type Country -
12.217.30132 7212 HTTP  Urknown 0 Unlrown UMITED STATES | Delete
12227190.222 2301 HTTP  Unknown 0 Unknown UMITED STATES
2424102185 80 HTTP  Unknown O Unknown UNITED STATES bzl
247522942 3128 HTTP  Urknown 0 Unknown UMITED STATES :
24782244 BOOD HTTP  Unknown 0 Unknown CANADA, Filtrate
55.51.898 8080 HTTP  Unknown 0 Unknown ALSTRALIA
53.73.194.167 50050 HTTF  Unknown 0 Unknown ALSTRALIA Import
£8.230.33.153 50050 HTTP  Unknown 0 Unknown ALSTRALIA
£0.236.1.248 50050 HTTP  Unknown 0 Unknown ALSTRALIA Export
53.239.165.48 50050 HTTP  Unknown 0 Unknown ALSTRALIA -
E1.0.624 8020 HTTP  Urknown 0 Lrik o MDA, Conlfig
F1.36.59.144 50050 HTTP  Free 1078 Unknown  REPUBLIC OF KOREA -
F1438013 50050 HTTP  Unknawn 0 Unknown  REPUBLIC OF KOREA, Order Orline
F1.8256.224 50050 HTTP  Unknown 0 Unknown  REPUBLIC OF KOREA _
F1.63.77.198 50050 HTTP  Unknown 0 Unknown  REPUBLIC OF KOREA, Register
B1.104.213.145 50050 HTTP  Unknown 0 Unknown  REPUBLIC OF KOREA,
£1.128100116 8080 HTTP  Urknown 0 Urknown CHIMA =l Al
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CIEH MultiProxy

Certified = Ethical Hacker

What if your Firewall is blocking you from various proxy servers and
anonymizers?

MultiProxy uses different proxies every time you visit the Internet

Adds thousands of proxies to the list and your Firewall does not see a
pattern in your traffic

This tool can make it difficult to trace
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C EH MultiProxy: Screenshot
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General ophions l Frosy zemvers Iist] Advanced optiohs l

Accept connections on port |@ W Test all servers on start-up

[ Start minimized

. . B )
M ax zimultaneous connechions | e o e spes

Default timeout [zec) 25 [ Maintain fixed prosy/IP per web-zite
Connect via Select next server
(" Anonymous proxies anly {* Random server
(" Mon-anonyrous prosies only (" Mext fastest available server
(o Al responding prowy servers (" et avalable zapser

{ " Ratate every | seconds

Test anonymity via

{ " Connect back b my computer to port # |3':“31

{« Don't check for ananymity at all

] Cancel Help

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c EH How Does MultiProxy Work
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List of Proxy Servers <

194.muja.pitt.washdctt.dsl.att.net:80

web.khi.is:80

customer-148-223-48-114.uninet.net.mx:80

163.24.133.117:80

paubrasil.mat.unb.br:8080

164.58.18.25:80

bpubl014.hgo.se:3128

bpubl007.hgo.se:3128

www.reprokopia.se:8000

193.188.95.146:8080

L& 193.220.32.246:80

AStrasbourg-201-2-1-26.abo.wanadoo.fr:80

gennet.gennet.ee:80

pandora.teimes.gr:8080

mail.theweb.co.uk:8000

mail.theweb.co.uk:8888

194.6.1.219:80

194.79.113.83:8080

ntbkp.naltec.co.il:8080

195.103.8.10:8080

poolsl-3l.adsl.nordnet.fr:80

pools1-98.adsl.nordnet.fr:80

195.167.64.193:80 Internet

server.sztmargitgimi.sulinet.hu:80
los.micros.com.pl:80

Jr 195.47.14.193:80
mail.voltex.co.za:8080

MultiProxy running o5 5 140 S0rgh
at 127.0.0.1:8088 196.40.43.34:80

Ilvsweb.lasvegasstock.com:8000
musalemnt.notariamusalem.cl:80
ip-36-018.guate.net.gt:80
200.135.246.2:80
ntserverl.comnt.com.br:80
200-204-182-137.terra.com.br:80

/ 164.58.28.250:80

ttacker
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C EH TOR Proxy Chaining Software
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Tor is a network of virtual tunnels connected together and works
like a big chained proxy

It masks the identity of the originating computer from the Internet

Tor uses random set of servers every time a user visits a site

A branch of the U.S. Navy uses Tor for open source intelligence
gathering, and one of its teams used Tor while being deployed in the
Middle East

Law enforcement agencies use Tor for visiting or surveillance of web

sites without leaving government IP addresses in their web logs, and
for security during sting operations

Visit http://tor.eff.com

L= |
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E) How Tor Works: 1 2 Tornede

« e Unencrypted link
—— oncrypted link

Alice

A

- Step 1: Alice's Tor

- client obtains a list
- of Tor nodes from

- a directory server.

n Lo ]

Jane

Dave Bob

v

TOR Proxy Chaining Software

Ef) How Tor Works: 2 &5 Tor node

- « = Unencrypted link
—pe CNCrypted link

Alice
| O m =

Step 2: Alice's Tor client
picks a random path to
destination server. Green
links are encrypted, red

links are in the clear. Jane

wd “ﬂ\ﬂ ——

If_
TR -

Dave Bob

Alice /
;.

Step 3: If the user wants
access to another site,
Alice's Tor client selects
a second random path.
Again, green links are
encrypted, red links are
in the clear.

Dave

Ef) How Tor Works: 3

« o o UnEncrypted Hink
—p oncrypted link

'
.

. 3 Tor node
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CIEH AnalogXx Proxy
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AnalogX Proxy is a small and simple server that allows any other machine on
your local network to route it's requests through a central machine

Supports HTTP (web), HTTPS (secure web), POP3 (receive mail), SMTP

(send mail), NNTP (newsgroups), FTP (file transfer), and Socks4/4a and
partial Socks5 (no UDP) protocols

Configure Analog Proxy._. x| |
— Services I-_cnggmg: : _
HTTE  FTP HNTP | e Disabled ..

I On I I R Mews server address:

sMTF  POP3 socks I”EWS

I I CIFf I On Froxy Binding:

{10.10.0.201

4:19 Phd
Configure Email .ﬂ.lu Ok
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C EH NetProxy
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NetProxy is a secure, reliable, and highly cost-effective
method of providing simultaneous Internet access to
multiple network users with only one Internet connection of

almost any type

AL MetProxy 4.0

Services Edt Optiors Uss Group Help

d rm il SBP &

Servibes

Salvice Pait
(W Prosy A0
@ FTP Galewray iy
Uiy Tt Giateway 23
%,fm.'k'. Server 10E0
G DNS Server 53
%‘]F}i"‘inn_l.l'.l P& Promy 1050
@4 FITSF Frowy 554
s DHCP Searver

@y Mepped SMTP Pod 25
2y bl apmed NNTF Post 114
%Nﬂ.ﬁu‘r Tima Pratocal [MTF) 123

HetFrary engine 15 runnirg

Shale

Emnabled
Emnabled
Emnabied
Ernabled
Ernabled
Ernabled
Enabled
Ensbied

Enabled
Enabied
Erabled

NetPrROXY

Ueaiz

E:TE [rgzcription s

# Fred Smith Tea Boy

G GllBates Chinf Executive Offic
s Joe Dos o
Groups

GEIoup [hezcriphion

FF Unauthenficated Usaaz who could mot be
Is.ﬂd"i*i:.lla'n,'l:.

R Contracton

WG Soies

lEF\.lnrrr

'!E'rrkrlrd
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c EH Proxy+
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Proxy+ works as firewall proxy server and mail server
Features:
‘3 Satings - Microsoft Internat Explorar
e Separates the LAN from the LTI ERCIESRIE IS -
Internet to protect from attacks Proxy+ | Proxies Setup
* Insecure interfaces (connected to . U b e [T
the internet) are detected . P by & For o0
automatically Peoxics mRes B ]
e Cache increases speed of data by Test Gatevy 17 Pt 5| Beho esbied T
retrieval and enables the use of data i et 1 o[
even if a connection isn't o DX Forwaer I Sere|
establ |Shed :,;:um (=S Cancel Heln—
e Sends and receives mail for many avrs L.
Internet mail boxes at one time T -
using the POP3 protocol Adniiseator -
e Full SMTP mail server for one or
more domains
e Option for leaving messages on & g A
POP3 server
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c EH ProxySwitcher Lite
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ProxySwitcher Lite is a handy tool to quickly switch between different
proxy servers while surfing the Internet

Features:
Change proxy settings on the fly
Automatic proxy server switching for anonymous surfing
Works with Internet Explorer, Firefox, Opera, and others
Flexible proxy list management

Proxy server availability testing

Anonymous proxy server list download
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C EH ProxySwitcher Lite: Screenshot
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gqopher=server.proxy.com: G080

httm=1¢7.0.0.1:6080
webattack. prosy. com: 3080 h'tﬂCk-F' roy.com:a0a0

i http=127.0.0.1:8080
qopher=server.proxy . com: 030
Direct Connection
about, .,

Visit Homepage...

e,JI CorFiaire . More Software Click Here

| Exit

e, —————
-mm 220307 |
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CIEH Tool: uAP

Certified = Ethical Hacker

JAP enables anonymous web surfing with any browser through
the use of integrated proxy services that hide your real IP address
5 JAP M=1E3
AP Anonvmity & Privac
¥ HDH;"”]IT}H r]fﬂ{:}r" a0 01e
Server: | % Dresden-Dresden =7 Ii{‘:}jl Details
L " Anomanity
User: 1588 Pos Wb o
Traffic: HIEIEE o
Own anomyimized Data; 0 Byte Activiby
Forwarder: [_| On Activity:
A Help Config Exit
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C/EH Proxomitron
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Proxomitron is a flexible HTTP web filtering proxy that enables to filter web
content in any browser

This program runs as a local proxy server and needs to configure browser to
use a local host at port 8080 in order to activate filtering

Proxomitron allows you to remove and replace ad banners, Java scripts, off-
site images, Flash animations, background images, frames, and many other
page elements

HTTP headers can be added, deleted, or changed

Proxomitron filters can be customized and edited as per the requirement
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c EH Proxomitron: Screenshot
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e
File Help | 4

Achive FiIh—-r En:Ilr F|Ih-r

T T

_ﬂ%‘n Page Fllters ﬁ ngh page |
r Dutgoing Heal:le. E_eau:lers | _

r'lncnmlng Heau:fﬁ'r FderSH_ =2

[ways reload pages [Out]

& reloads [out]
tion: Send pazsword to proxy server [out]
ere we've been |[Uut)
Bl cookies session only [in]
accept coakies [In] ;I

i |
ik poly
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c EH ssL Proxy Tool
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SSLproxy is a transparent proxy that can translate between encrypted and
unencrypted data transport on socket connections

It also has a non-transparent mode for automatic encryption-detection on netbios

When should | use SSLProxy?

» For example, you want to launch an attack on a remote server which has installed SSL
» The exploits you send will be caught by the IDS and you want to mask this detection

* Run SSLproxy on your machine and tunnel all the exploits through this proxy, which
will use SSL to transmit the packets to the remote server blinding the IDS

Exploits SSLProxy IDS SSL Protocol |——
ESTABLISH SSL TUNNEL TO SEND EXPLOITS
( i) > %
{e== T

A 4
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c EH How to Run SSL Proxy
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Window 1: Client — Hacker Machine Run:

esslproxy -L127.0.0.1 -155 -R <some remote IP> -r

443 -c dummycert.pem -p ssl2

Window 2: Client - Connect to 12.0.0.1 port 55

and send your exploits

« Example: telnet 127.0.0.1 55
 Then type GET /

o C\WINDOWS\System32 \cmd.exe - sslproscy -1127.0.0.1 -15 e+ Command Prompt

=

J:“Ethical Hacking and Countermeasures uvbhsModule B3 - Scanning“sslproxyssslproxy
_native_windows“Releasersslproxy -L127_8.8.1 —-155 -R 64.98.176.18 —» 443 —c dumm
ycert .pem —p ssl2

proxy ready, listening for connections

connection on fd=1928

S5L: Mo verify locations,. trying default

S5L: Cert error: unknown error 28 in ~C=US-0=Equifax Secure Inc.- CH=Egquifax Secul
re Global eBusiness CA-1

S5L: negotiated cipher: DES-CBC3I—MD5S

client: hroken pipe C(read>?

jumping catch

C:“Documents and Settings“Haja>*telnet localhost 55

EC-Council
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c EH Summary
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Proxy servers act as a connecting link between internal users and
external host

Proxy targeted to World Wide web is called Web Proxy

Transparent proxy works on the port 80

Caching proxies stores the copies of recently used and frequently
used resources, reducing the upstream bandwidth usage and cost
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Copyright 2001 by Randy Glasbergen.
www. glasbergen.com

“Customers aren’t impressed by our web site anymore.
We need to put the ‘gee’ back in ‘technologee’!”
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EC-Council

Copyright 2004 by Randy Glasbergen.
www.glasbergen.com

“Install a patch for the update of the new version.
If that doesn’t work, install the new version of
the update for the patch. If all else fails, install
a patch for the new version of the update.”
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